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ABSTRACT There are some   networks called “Anonymizing Networks” which allow users to gain access to internet services without 
revealing their identity (IP-addresses) to the servers. Networks such as “Tor (The Onion Router)”,”Crowds” and “I2P” gained popularity in the 
years 2002-2007, but the  success  of  such  networks however  has been limited  by  users  employing  this  anonymity for  abusive  

purposessuch  as  defacing  popular websites such as “Wikipedia”. Website Administrators blocks  entire network which is connected to the 
abusive system  to get rid of the  abuser. Hence, well-behaved users also get blocked due to this action. To address this problem, we present 
a Nymble system in which servers can “blacklist” mischievous users without affecting good users and also maintaining anonymity across the 

network. 
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1. INTRODUCTION 
 
Networks which provide anonymity to users such as Crowds and 

Tor [1], [2], will route the traffic through independent nodes in 

separate administrative domains to hide the user’s IP address. Tor 

network routes through several series of routers to decrease the 

probability of predicting the IP address of the user by the server 

and hence increases the anonymity. But unfortunately some users 

have misused such networks by taking the advantage of their 

anonymity to deface popular websites. Since website 

administrators cannot blacklist individual malicious users’ IP 

addresses, they blacklist the entire anonymizing network. Such  

 

 

measures will definitely eliminate malicious activity through 

anonymizing networks, but at the same time it results in denial of 

service to behaving users as well. In other words, a poisonous fish 

can kill all other fishes under that same area. (This has happened 

repeatedly with Tor). 

Below is the Nymble system architecture which has various 
modes of interaction in the network of anonymity. This system 
has overcome many drawbacks which arise from the previously 
proposed systems including the speed, computation work, 
security etc. 

 
 

 

 

 

 

 

 

 

 

 

 

 
2. Working of NYMBLE  
Nymbles are generated by the “Nymble manager” 
based upon pseudonym and server ID. Websites can 
blacklist users by obtaining a seed for a particular 
nymble, allowing them to link future nymbles from 
the same user. One important thing which can be 
observed in our proposed system is that even though 
the future nymbles of the abusive user are linked, 
the nymbles that are used before complaint remain 
unlinkable. Hence, Nymble system guarantees 
backward unlinkability. There are basically three 
modules in Nymble system. They are: 
• Pseudonym Manager 

• Nymble Manager  

• Blacklisting a user  

 

3.The Relationship between  Pseudonym Manager, 

Nymble Manager and Blacklisting a user: User need 

to contact the pseudonym manager and demonstrate 

control over a particular resource in order to getits 

IP-address   blocked. The  user is required to  

connect  to  the PM  directly i.e. not 

through a known anonymizing network.  
Pseudonym Manager has the knowledge about Tor 
routers and hence it won’t accept it if a user tries to 
connect with it with anonymizing network. The basic 
idea behind connecting directly with Pseudonym 
Manager is that, it can identify the IP-address of the 

user. Pseudonyms are chosen based upon the 
controlled resource ensuring that the same 
pseudonym is always issued for the same resource. 
Pseudonym Manager only knows the IP address-

pseudonym pair and hence it does not know the 
server to which the user wants to connect. User 
contacts the Pseudonym manager only once per link 
ability window (e.g. Once a day). The Pseudonym 

Manager issues pseudonyms to users. A pseudonym  
“pnym” has two components “nym” and “mac”. 
nym” is a pseudo-random mapping of the user’s 
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identity, the linkability window w for which the 

pseudonym is valid and PM’s secret key nymKeyp. 
“mac” is a MAC that the Nymble Manager uses to 
verify the integrity of the pseudonym. 
The below are the algorithms used in creation and 
verification of pseudonyms. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
After getting the pseudonym from the pseudonym 
manager, the user connects to the Nymble manager 
through.anonymizing network and requests nymbles 
for access to a particular server. Nymbles are 
 
 

 
generated using the user’s pseudonym and the 
server’s identity. Nymble Manager doesn’t know 
anything about the user’s identity. It knows only the 
pseudonym-server pair. Nymble Manager 
encapsulates nymbles within “Nymble tickets” in 
order to provide cryptographic protection and 
security properties.  
Nymble Tickets are generated based upon the below 
algorithm. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Whenever a user misbehaves, the server can link any 
future connection from that user within the current 
linkability window (e.g. the same day). 

Blacklistability assures that any honest server can 
indeed block mischievous users.  
Specifically, if a honest server complaints about a 
user that misbehaved in the current linkability 
window, the complaint will be successful and the 
user will be not able to nymble-connect to the server 

successfully in subsequent time periods. 

 
Overview system design: 
 

 
 
In the above example, Alice tries to deface a 
website by using anonymizing network and gets 
blacklisted by the server. Blacklisting can be 
implemented by using the below algorithm: 
 
 

 

 

 

 

 

 

 

4. PROPOSED WORK  
Previously developed systems have so many 
drawbacks which restricted Tor and other 
anonymizing networks’ usage in the organizations.  
Hence, Nymble systems are proposed in order to 
overcome all those weaknesses and make the Tor a 
safe and efficient network. In Nymble, users need to 
acquire an ordered collection of nymbles which is a 
special type of pseudonym in order to connect with 
websites. There is no restriction on the type of 
anonymizing network used i.e. it is not necessary that 
only Tor should be used here. 
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5 CONCLUSIONS     

Efficient credential system called  Nymble 
eliminated  nearly  all weaknesses and  drawbacks 
in   the   previously developed   systems   to again 
make   alive   anonymizing networks  which  was 
blocked by many  service providers. Servers can 
blacklist mischievous users while maintaining their 
privacy throughout the network. Even though there 
are still some issues related to backward 
unlinkability, this system provides enormous security  
properties.  Hope this new system  will bring 
movement  in  the  anonymizing  networks’ usage 
andincrease the mainstream acceptance of 
anonymizing networks such as Tor,  
Crowds,I2P,etc.which has been completely blocked 
by several services because of users who abuse their 
anonymity.  
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